EmaiL NEwWSLETTER

Good Morning—

There have been so many issues come up lately from our clients that we decided a good way to
address these questions, and maybe alert you on some scams, was to send out an email news-
letter. If you would prefer not to receive any future newsletters either click on the link at the
bottom of this email, or just give us a call.

These are real scams that everyone is getting in both email, and “snail mail.”

We hope you have a great Christmas season with your family and friends!

Domain Name Alert

If you manage your own domain name then chances are
that you will receive one of these letters sometime or
other.

They look good, but can in turn make you pay many

times what is normal for a domain name.

For example—Hilltop offers domain names for $8/year. Learn More
These places charge upwards of $29/year. DROA
LNOA

If you ever have a question about a bill you receive
related to your website/domain name, feel free to call us!

.. . . ) ) ) If you have questions about
Visit the links to your right to view more information ..
this issue, feel free to call

about these disreputable companies. Hilltop!

Antivirus 2009 - Scam

This might be one of the best scams of the year. Not only does
it look good, but they are using a logo that looks a lot like the
Windows Security logo.

This scam will hit you when you exit your Internet Brower. A
popup will appear as THIS, and then when you click to close,
or cancel it, more browser windows will open and it will ap-

pear to be scanning your computer for viruses. It will tell you More Details
that it found problems and that you need to download this pro-
gram. After you download it, you will be asked to pay Antivirus 2009

approximately $45. You can keep on putting it off, but it has
already loaded spyware on your computer that will need to be

removed by a computer technician. Get AVG today!

If you don’t have this spyware removed, you will experience 859-328-3223

your computer being slower, and still have the potentially dan- mailbox@hilltop.net

gerous spyware loaded on your computer.

If you have been fortunate enough to be one of the many peo-
ple affected by this virus call Hilltop!




Delivery Status Notification - Scam

There has been an email going around that will most likely
look like it is coming from yourself!
The subject line will be:

Delivery Status Notification
Delivery Status Notification (Failure)

RE: Message
RE: Order Status

The message will either be a large picture ad for unwanted items, or it will have text that says
“having problems viewing this message, click here.”

Or it will say if you want more details, you need to click on a link to take you to a website.

These are spam messages - Please use your delete key when finding such messages.

Questions or Comments: support@hilltop.net

We respect your privacy and never send unsolicited e-mail. You are receiving this
e-mail because you are a valued Hilltop.net customer. We never, ever, rent, sell, or loan
your e-mail address to anyone else. Period. Nor do we rent, sell, or loan your physical
address. If you prefer not to receive this type of e-mail click here to unsubscribe. Your
request will be processed as soon as possible.




